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8 November 2002

Circular Letter: SU/CTR/2002/005

To: All Approved Trustees of Registered Schemes

Dear Sirs,

Outsourcing of Data Processing Functions to Places outside the HKSAR

It has come to our attention that there may be an increasing trend for MPF
approved trustees to outsource part of the data processing functions, such as data input and
document imaging, to service providers outside the HKSAR. The service provider may be an
independent third party or more commonly an overseas branch or the parent/ affiliated company
of the trustee (“overseas service provider”).

Pursuant to Condition 4 of the Schedule of Conditions for Approval as a Trustee, a
trustee is required to notify the Authority of any material changes occurring in respect of the
information provided in its application for approval. An outsourcing arrangement to an overseas
service provider is considered by the Authority as a material change and the trustee should notify
the Authority of such arrangements.

For trustees who have already outsourced data processing functions to an overseas
service provider, please submit the following information on the outsourcing arrangement,
including the (1) functions, (2) commencement date, (3) name of the service provider, (4) place
and jurisdiction under which the outsourcing is taking place and (5) a copy of the service
agreement, if applicable, by 25 November 2002. For trustees who are considering to outsource
part of the data processing functions in the future, please submit the same to the Authority at the
planning stage.  To facilitate the Authority in assessing the capability of the overseas service
provider in performing the delegated functions and the adequacy of internal controls, the
Authority may request additional information/ documentation and may arrange an on-site visit to
the overseas service provider in due course.

For all outsourcing arrangements, please be reminded to ensure that the existing/
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proposed arrangements comply with the Personal Data (Privacy) Ordinance (Cap.486)
(“PDPO”), in particular the six data protection principles (please see attached). In the event that
an overseas service provider is being engaged, the trustee should ensure by contract or otherwise
that the overseas service provider will comply with the relevant requirements of the PDPO in
handling any personal data.  In particular, the service provider should be required to pay due
attention to the security of the personal data in its possession, refrain from using such data for any
purpose other than for providing the service in the instructed manner, and either destroy the data
or return them to the trustee once the service has been provided.

Should you have any questions, please do not hesitate to contact your case officer in
the Authority. If you have any questions on the data protection principles or the requirements of
the PDPO, please contact the Office of the Privacy Commissioner for Personal Data for
assistance.

Yours faithfully,

(Peter Tsang)
Head

Supervision Division






