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Monitoring Education and Technical Advice Research and Insights
* Collect and Analyse Attack * 24-hours Free Incident Report Hotline * Offer Best Practice and
Patterns (8105-6060) Guideline
* Provide Early Information * Organise Free Seminars and Briefings * Provide Online Cyber
Security Alerts Security Self-Assessment
* Collaborate with Local Industry, Tool

Government Agencies, and Global
CERTs
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——>5 Key Information Security Risks in 2023

Identity/Credential Theft B 1% / ‘RiE 5 H

s Utilising A.l. IR ATERERIINE

B Web 3.0 Y752

Attacks Arisen from Widespread Application of loT

loT EZIEA 51320y 22

( In no particular order BE &R 5T1E ) 5
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Artificial Intelligence  Machine Learning Deep Learning Generative Al

.

o

&

Engineering of making Ability to learn Learning based on
intelligent machines without being deep neural
and programs explicitly programmed network

1950's 1980's 2010°s 2022

Copyright @ 2023 HKPC All rights reserved



\\\\
\
\

NA
Q52
~7 ’ // ;
/ 7 A / %og f/&/ \
\ e Aoy Vil
L A\ o ‘g}g )/
14 \~ x Q%{'Di/
" I /e X, .;;V'Q\/f z
A s F 0 7‘&\[ W' §
x SAO |
ol / Vs N "oj . ] N
2N I'SBGIII'IW
58 173 :
M
ARTIFICIAL F) ‘\ /’V
[ELLIGENCE O8° “
Joeice 3 'é?’ .
| ‘ %
~j 'Q:&'{ | ‘ |
: O VBa ¢ “'*
R - \ : ’. .\\.'w
) , Q.
AN o) A S ﬁ" N



Al as a friend in Cybersecurity

* Analyse — Analyse patterns and
abnormalities (e.g. security log,
network activities, etc)

* Detect — Analyse the behavior of
files and programs, allowing it to
detect new and unknown malware
variants

* Response — Automate remediation
and isolation
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Good luck speed cameras.
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Adversarial

Attack




Adversarial Attack

Evasion Attacks (one-off impact)

 Directs the model to misclassify a certain target class of data to get desired
labels of the attacker by introducing meaningless inputs (i.e. noise).

 This kind of input tampering could be unnoticeable but remains greatly effective
in fooling the learning model.

A conference paper from Google demonstrated the concept and potential result
below: The panda has been added with suitable noise and the model
misclassified it as a gibbon.

P “.. bt
+.007 x  CESORSE
3

x +

- sign(V.J(0,2,y)) esign(VoJ (0, z,9))

“panda” “nematode™ “gibbon”
57.7% confidence 8.2% confidence 99.3 % confidence

Copyright @ 2023 HKPC All rights reserved 11


https://arxiv.org/pdf/1412.6572.pdf

Adversarial Attack

Evasion Attacks (one-off impact) In-distribution Attacks

Adversarial Traffic Signs

e Traffic Signs

Deceiving Autonomous Cars with Toxic Signs Original

Adversarial

Classified as:  Stop Speed limit (30)

The eyeglass frames (a) were used by Lujo
Bauer (b) to impersonate Milla Jovovich (c)

Accessorize to a Crime: Real and Stealthy Attacks on
State-of-the-Art Face Recognition

Copyright @ 2023 HKPC All rights reserved 12


https://dl.acm.org/doi/10.1145/2976749.2978392
https://arxiv.org/pdf/1802.06430.pdf

Adversarial Attack

Poisoning Attacks (substantial impact)

* Introduces misleading training data to make the model misclassify. The attacker
compromises the Al model in the learning stage and inject manipulated data
into it.

* The aim is to corrupt the model and produce the output desired by the attacker
in the future. It has a serious impact as it can affect the model substantially if not

discovered

e * An experiment conducted by researchers in

* Bosch Al demonstrated that it is possible to
insert adversarial perturbations into street

views so that the image segmentation model
¥ cannot detect pedestrians.
s Yy * |If autopilot systems are being attacked this
way, the car may crash into pedestrians and
cause great casualties.

Copyright @ 2023 HKPC All rights reserved 13



DeepFake

v | ™ Fraudsters Used Al to Mimic CE X o O X

X

+

1C. Internet Crime Complaint Cente

« > C 25 wsj.com/articles/fraudsters-use-ai-to-mimic-ceos-voice-in-... & ¢ D a @ : C 8 ic3.gov/Media/Y2022/PSA220628 2 Y |:| 0

¥ CYBERSECURITY

= WSJ 3

T

Search Q

CYBERSECURITY
s .} Public Service Announcement
Fraudsters Used AI to Mimic

CEO’s Voice in Unusual
Cybercrime Case June 28, 2022

Scams using artificial intelligence are a new challenge for companies Alert Number
I-062822-PSA

FEDERAL BUREAU OF INVESTIGATION

mET Questions regarding this PSA should be directed to your local FBI Field Office.

@ Share AL\ Resize Local Field Office Locations: www.fbi.gov/contact-us/field-offices

Deepfakes and Stolen PII Utilized to Apply for Remote Work Positions

The FBI Internet Crime Complaint Center (IC3) warns of an increase in complaints
reporting the use of deepfakes and stolen Personally Identifiable Information (PII) to
apply for a variety of remote work and work-at-home positions. Deepfakes include a
video, an image, or recording convincingly altered and manipulated to misrepresent
someone as doing or saying something that was not actually done or said.

The remote work or work-from-home positions identified in these reports include
information technology and computer programming, database, and software related job
functions. Notably, some reported positions include access to customer PII, financial
data, corporate IT databases and/or proprietary information.

Complaints report the use of voice spoofing, or potentially voice deepfakes, during
online interviews of the potential applicants. In these interviews, the actions and lip
movement of the person seen interviewed on-camera do not completely coordinate with
the audio of the person speaking. At times, actions such as coughing, sneezing, or

v other auditory actions are not aligned with what is presented visually. v

14
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https://www.ic3.gov/Media/Y2022/PSA220628

DeepFake

v | Bl ‘Face-stealing' man among tric X | =+ — O X v B Hong Kong police arrest 6incr. X =+ — | X B e

« > C 23 thestandard.com.hk/breaking-news/section/4/199137/'Face-... Q ¥r ) [ | @ : (& 25 samp.com/news/hong-kong/law-and-crime/arti.. Q ¥ @ 3} a 0

Nov 20, 1220 (S-24°C [} 53% The Student  The StandardJobs

Get instant updates on

W Dbreaking China

l 'I'IIB === & HK news
n | B South China Morning Post SUBSCRIBE

Trending Section News Features Event & Promotion Coffee Break - ogin : ndividual Order Form

Law and Crime

Top News Editorial Local Finance China World Sports Central Station Columns

Hong Kong police arrest 6 in crackdown on
Google fraud syndicate using Al deepfake technology
to apply for loans

- Force says case marks first known instance of scammers with stolen ID

'Face-stealing’ man among trio arrested in HK$1.8m . .
cards employing deepfake to fleece financial agencies

loan fraud
+ Police remind public to be aware of signs of deepfakes in video calls, such

as unnatural eye or mouth movements

Local | 12 Jan 2

Crime in Hong Kong ~ +FoLLow

@ Clifford Lo

Copyright @ 2023 HKPC All rights reserved 15



DeepFake
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@ Grammatical error

Unrealistic reward

Unusual request

Copyright @ 2023 HKPC All rights reserved

Typical Phishing Emaill

Congretulations! You have won
a $10000 credit reward. Please
login your bank a/c
www.futurebamk.top to claim

your reward immediately.
Otherwise, your bank a/c will be
suspended.

Misleading link

© Urgenttone

18



Increase in

remote working Increase use of Big security Use of free tools
and blurring of personal gaps in mobile, and the availability Availability of
personal/professional  targeting through social and of trusted machine learning
lines social media collaboration apps domain hosting and automation

J ! J L !

'I Attacker focuses 2 Attacker uses 3 Meticulously 4 Attacker obtains 5 ... used for data
on specific data from social crafted bait for credentials for exfiltration, ransomware,
high-value target networks and the user deeper attacks backdoors, malware
dark web against bigger infections
targets or...
Copyright @ 2023 HKPC Al rights reserved Source: https://slashnext.com/slashnext-threat-center/phishing-types/spear-phishing/ 19



Al Powered Malware

* Generating Source Code

» Less effort and programming knowledge required for developing Malware

* Polymorphic Malware

> Evasive and difficult to detect

In contrast with ChatGPT or
Google's Bard, WormGPT
doesn't have any guardrails to
stop it from responding to
malicious requests

Copyright @ 2023 HKPC All rights reserved 20
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} /’.'.:
ﬁi‘ The common cyber attacks

Spending Million Dollar on

Cyber Defense Solutions are not Al related, instead,

over 50% is phishing

User Click a Phishing Link and Input
his Username and Password




HKCERT - Incidents Reporting Data (as of September 2023)

— EAEMERELGHADL - SHESAIHEN (HE2023508 ) o4
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2023Q1 — 2023Q3

4.000 Number of Phishing Links Handed by HKCERT
' m 2022
Total
3,500 m 2023 j:- 1 3 9 3 O
PN y
3,000 Year -on-Year Increase
B A [E HA A
2,500
20.4%
1,500
1,000
0
January February March April May June July August  September October November December
1H 2H 3H 4H 5H 6 H 7H 8H 9H 104 11H 12H
2022 915 720 842 1,277 2,141 2,773 127 1,267 907 1,471 1,528 1,049
2023 1,152 1,280 1,587 1,160 3,243 2,205 1,140 866 1,297

Source: Hong Kong Computer Emergency Response Team Coordination Centre (HKCERT)

BRAKR . EBEEIRLFE N HH P/ (HKCERT )
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HKCERT - Incident Reporting Data 2023 (as of September 2023)

EEBMREEMIHAD L - 2023FNBHMSHA RN (WB2023F089

A 46%
L=\ BOTNET 24818

<1% HKCERT - Incident
OTHERS Eifth Reporting Data f
2023
- HEERFRZEW
K T el =P 0 - % 51%
© MALWARE ZEE## 2023293;%*&% PHISHING 4848345

Source: Hong Kong Computer Emergency Response Team Coordination Centre (HKCERT)

BRAKR . EBEEIRLFE N HH P/ (HKCERT ) 24



Top 5 Cyber Securlty Attacks Encountered in the Past 12 Months

BEIREABBNAKRBELZEINE

., Other Malware including
0 \./_
17% ~§~ Botnet
1%pt ~ = HittEEER4 SEERMAS
Ransomware
0
A 2%-pt

0 Web Server & App Attacks
14% $ ¥ AR RS 23 EAREXIINE

Phishing Attacks
AW E

A 3%-pt

Hacking targeting corporate
190 service accounts

(New) W FEE LRIEIRE

AV Changes compared with 2022
FE 870002 HyBH s

Copyright @ 2023 HKPC All rights reserved 25



Phishing Attacks

06%°:%

Phishing Attacks
AW E

Base. Those who encountered Cyber Security Attacks in P12M
BRE - rBE12NE G B &AL K EHIIEF

Copyright @ 2023 HKPC All rights reserved

FI R E

‘79%)

45%
35%

3490 S

16%
9%

8%

Email phishing
EEl

nll-.l 7= flJ A E8 %IB1¢ v4%_pt
Online advertisement counterfeiting other
organisations iR & ¥ EBRIMEEES (New)
Vishing (“voice phishing”)

HIIDE/J%EE E AS%'pt
Smishing (“SMS phishing”)

sy A 14%-pt
Angler phishing (“Social media phishing”)

1R E R A 6%pt
Phishing using Al or Generative Al

ERAALERE (Al) SKERIAINBRAKE  (New)
QR Code phishing (Quishing)

£ FHQR CodeRI# I EE (New)

AV Changes compared with 2022
FE 870002 HyBH s

26



The server has infected ‘by ransomware
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A

Three different Two different media One offsite copy Of which is: No errors after

offline air-gapped automated backup

or immutable testing &
recoverability
verification

copies of data

Source: veeam

Copyright @ 2023 HKPC All rights reserved


https://www.veeam.com/blog/321-backup-rule.html

¥ Learn from your wife / girl friend ...

Zero Trust Principle I S
Never Trust, | ﬁ

Always Verify ’

ﬁ,




—— HKCERT Information Security Alert Service —
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To stay vigilant against information security risks, please subscribe or follow:

1. Free Security Bulletin and Monthly Newsletter @

2. Free SMS Alert %

3. HKCERT’s Social Media Platforms (e.g., Facebook,
LinkedIn and YouTube)

Take Action Now!

https://www.hkcert.org/tc/form/subscribe/entry
3 o

Copyright @ 2023 HKPC All rights reserved 30


https://www.hkcert.org/tc/form/subscribe/entry
https://www.linkedin.com/company/hkcert/
https://www.facebook.com/hkcert/
https://www.youtube.com/channel/UCikgMGiCM83ZOLvNnX6LksA

Online Self Assessment &

Incident Response Guideline for SME

Check Your Cyber Security Readii X +

e
C @ hkeert.org/resources/check-your-cyber-security-readiness a = %« 0O o : kpc I
=278 HKCERT
= £ < a =

HKCERT =

Home » Resources ~

Check Your Cyber Security Readiness.

«Introduction

This self-assessment checklist guides you through the process of comparing of your cyber security
posture against the seven areas in the HKCERT [ Seven Habits of Cyber Security for SMEs 1 and
provides advice to improve your overall cyber defense capability.

Does your organisation have a security policy? *
O My organisation does not have a security policy

O My organisation has a security policy 2

ESPONSE
FOR SMES

INCIDENT R
CUIDELINE

Copyright @ 2023 HKPC All rights reserved 31



__Phishing Exercise & Cyber Security Awareness Training

AmtREE K fg2EEill

Awareness Training Sophisticated Phishing Attacks
gz =153 Simulation
« Encourage lasting behavioural EREHINNATITE

change by providing employees with « Simulations to replicate common scam

enga_ging se_curity awareness tactics like domain spoofing and
training designed to capture their typosquatting

ﬁtts_r:tion and reinforce their security :ggfg; EEE EEEEFER S EENAINA
apIts " < 2=

B B8 LA eLEREIIRER R
ANTHRNE - BREELHERNL
b= E1E

Targeted Learning

Ak SRE ek

+ Targeted microlearning for any
failed attempts to boost
employees’ threat identification
and reporting skills
KRAETNRYE al B G 3 et ¥R E
& - IS RIRE BRI RI RS

Reports and Assessments

S EE g

 Response tracking and automated report
functions simplify the generation of charts
and compliance documents
BENEIRSMERINBENIBE L F BRAMSH
N AFER

« Data-driven security training programmes

BEREBIBRZ 2 15HIETE

https://www.hkpc.org/zh-HK/our-services/digital-

transformation/cyber-security/phishing-defence-services
Copyright @ 2023 HKPC All rights reserved 32



Security-by-
design
Privacy-by-
default
Compliance-
by-default

Intelligent security : Offensive security

’/ - I
Strategy and Governance oog

Architecture and transformation

Intelligent Security

Intelligent Hardening

Copyright @ 2023 HKPC All rights reserved 33



Over 20 different training courses are available for matching different market needs to improve people cyber security
capability in areas such as Cyber Security, DevSecOps, Red Blue Team, Secure Big Data, ISO, Mobile Security and more!

(ISC)? - PROFESSIONAL SECURITY

CERTIFICATION Qe
* Certified in Cybersecurity (CC) Official Training '&\

* Certified Cloud Security Professional (CCSP®) o

Official Training

* Certified Information Systems Security

Professional (CISSP®) Official Training

CREDENTIAL

* Pentest "Kungfu" - Advanced Cyber
Security Exploit Workshop

* Python "Kungfu" for Cyber Security
Testing, Threat Intelligence and
Automation

* Cyber Security Workshop : RED / BLUE
Team Pentest Kungfu Series

EC-COUNCIL - ETHICAL HACKER SERIES

* Certified Ethical Hacker (CEH)
* Certified Ethical Hacker (CEH) & Practical

To know more GIIEGI( PIIINT SEIHES [00MING 800"]

* Check Point Certified Security Administrator (CCSA)

* Check Point Certified Security Expert (CCSE)
Copyright @ 2023 HKPC All rights reserved

e ISO/IEC 20000 Lead Auditor

* ISO/IEC 27005 Lead Risk Manager

* ISO/IEC 38500 IT Corporate Governance Manager

* ISO/IEC 38500 Lead IT Corporate Governance Manager
* ISO/IEC 27001 Lead Auditor

* ISO/IEC 27005 Lead Risk Manager

# (.r:.\ %, MOBILESECURITY SERIES

Practical EMM-MDM on Android Devices for better Security
& Productivity

* Practical EMM-MDM on iOS Devices for better Security &
Productivity

* Mobile Security for Android & iOS Devices Meets
Productivity

* Better Mobile Security & Productivity for Android Devices

* Better Mobile Security & Productivity for Apple iOS Devices

CLOUD SERIES & SECURE CODING

Securing Public Cloud Deployment

Securing Paa$S Cloud Deployment

Building a Cyber Security, Cloud Protection and Privacy Framework
Securing Your E-Commerce Web Application Against Cyber Threats
Secure Coding and Application Security Workshop 34


https://www.hkpcacademy.org/en/featured-technology-training/

Thank you

HKCERT

Copyright @ 2023 HKPC All rights reserved 35



